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Abstract: Artificial intelligence (Al) is poised to revolutionize multiple sectors, offering vast
potential for improving sustainable development. In a bid to make sure that artificial intelligence
(Al) is being used for the betterment of mankind as a whole, this article explores the ethical, legal,
social, and governance challenges associated with Al, particularly in ensuring that its deployment
serves the betterment of humanity as a whole, in overseeing its implementation. (Smith et al. 2021,
Hu et al. 2021, and Gill 2022). A key aspect of this examination focuses on the role of supreme audit
institutions in overseeing and regulating Al technologies to ensure they align with global goals for
sustainable development. The increasing reliance on Al brings both opportunities and risks, and
understanding the broader implications is critical to mitigating potential threats. One of the major
concerns highlighted is the potential for Al technology to be misused in ways that could threaten
global security. For instance, Al could accelerate the proliferation of weapons of mass to track and
prevent these actions. Beyond security threats, Al also raises concerns about its impact on societal
structures, particularly with respect to social and economic inequalitydestruction, creating new
threats that are more difficult to control. Additionally, Al may enable non-state actors, such as
terrorists, criminals, or rogue nations, to carry out attacks or other malicious activities more
efficiently and effectively, making it harder for security services . (Brose 2020). The widespread
adoption of Al could impair existing divides, with certain groups potentially benefiting more than
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others, leaving marginalized communities even further behind. While Al has the potential to drive
innovation and spur progress in key areas such as finance, healthcare, agriculture, and environmental
protection, its implementation requires careful consideration of the ethical and governance
challenges it presents. Poorly regulated Al systems could lead to privacy violations, biased decision-
making, and unjust outcomes. Furthermore, the rapid pace of Al development is outstripping the
capacity of existing legal and governance frameworks, leaving policymakers and regulators
scrambling to keep up. Supreme audit institutions have a vital role in ensuring that Al technologies
are implemented responsibly and in ways that contribute to sustainable development rather than
undermining it. They can offer independent oversight, assess compliance with ethical standards, and
ensure that AI’s potential benefits are equitably distributed across societies. In conclusion, Al’s
transformative potential comes with significant risks that must be addressed through comprehensive
governance, ethical standards, and robust regulatory frameworks to ensure that it supports rather than
hinders humanity’s long-term sustainable development goals.

Keywords: Al, security, ethics, sustainability, top auditing institutions.

intelligence (Al) can radically transform
the global efforts towards achieving
sustainability. Several business models for
human development are considered in this
paper. Four business models have been
discussed with the help of case studies,
impact on different social development
dimensions, and benefits viz-a-viz
challenges. Nishant et al. (2020), Ahmad

Introduction
Sustainability, which is mostly being
considered from the perspective of
ecological sustainability in relation to the
use of nature and natural resources, has
been found to have implications extending
into the economic and social aspects now,
more generally referenced as the triple
bottom line. Padilla-Rivera et al. (2020),

Rai et al. (2020), & (Kristensen, &
Mosgaard 2020). Al, via machine learning
and deep learning, big data analytics,
augmented and virtual reality, human
interaction  analysis, chatbots, and
intelligent data processing, can mitigate
the risks in food scarcity in conflict
regions, optimally manage the grid,
provide remote healthcare, disaster
response, demining and early warnings,
reclassifying types of waste, predicting the
areas with greater technological explosion
and expansion, and combating crime.
Spanaki et al. (2022), Ben, & Hanana
(2021), Galaz et al. (2021). It is
increasingly acknowledged that artificial

et al (2021).

Each of these areas - climate change
adaptation, health, agriculture, and urban
challenges such as  water and
transportation - is very important for
improving the quality of life in developing
countries. We find that Al for the
environment and social inclusion is the
most important mission for Al, and
businesses that follow this mission can
explore business opportunities. Palomares
et al. (2021), Sheikh (2020).

The proposed Al system makes use of a
knowledge base whose foundational data
is derived from the established history of
performance findings, seconded by novel
Al logic inference. For such a dynamic,
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mission-critical  decision-making role,
using Al techniques presents significant
inherent risks. Misunderstandings and
shortcomings inherent in the modeling and
derivation technology upon which these
Al systems are founded can, in some
significant occurrences, yield unexpected,
unintentional and undesirable decision
outputs. These issues may lead to erosion
of confidence and support for the Al
system, an outcome no enterprise could
afford. Such concerns and inherent risks
mandate careful consideration, reassured
maintenance, validation before and
monitoring of Al and similar systems,
particularly when in critical mission roles.
Traditionally, midpoint and final project or
programme performance reviews utilize
significant human and financial resources
to gather and analyze implementation and
performance data. A surge in the number
and complexity of  development
programmes and the need for results data
to support increasingly donor budgetary
and public accountability requirements
create the imperative for automation of the
results-data generation process.
Additionally, natural resource and
environment sustainability issues mitigate
against large administrative staff positions
normally associated with traditional data
gathering and analysis  processes,
providing additional pressure to maximize
the use of technologies.

Objectives

The objectives of the research are derived
from the internal and external critiques of
the current norms gap in Al that will be
accentuated, perhaps more significantly, in
the narrative and security discussions
concerning Al that may be prevalent in the
developing world. The research objectives
are as follows: increased situational
awareness of the security implications
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inherent in the deployment of Al, identify
the norms and design gaps that currently
exist both through a search of open source
material and interviews or discussions
with key global experts on the possible
(and negative) impacts of the use of Al for
sustainable development, and a review of
current international and national debates
concerning Al on the sustainable
development goals.

The purpose of this policy analysis is to
assess the potential security risks inherent
in the deployment and use of Al in
developing countries and to propose a
deliberate, consultative, and collaborative
framework through which these risks may
be mitigated. A deliberate, consultative,
and collaborative  framework  that
anticipates these issues and deliberately
includes the critical stakeholder groupings
both domestically and internationally will
ensure that Al is transparent, open, and
thus more readily accepted, and deployed
in a secure manner that does not place
existing security and privacy gaps in
developing countries.

Literature Reviews

These scenarios highlight that both the
impacts of the deployment of Al itself and
the way in which Al and associated
technologies could help support the
development of these areas should be
considered when evaluating the future of
Al, Soni et al. (2020) & Gaube et al.
(2021).

It is also clear from this report that there
are significant security implications and
that to ensure that the potential of Al to
contribute to these areas will require
sustained advances in robust, reliable,
trustworthy Al systems. Such challenges
are likely to serve to focus the
development of Al systems with
capabilities that are much faster, more
accurate, more resource-efficient, and
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more general, ultimately improving the
security of those Al systems themselves.
Truby (2020) & Aghware et al. (2024).

Al could potentially greatly improve the
process of peacebuilding and post-conflict
recovery, while ethical, secure, and
privacy-preserving uses of Al could help
ensure that countries can better adapt to
and mitigate future environmental
challenges and address related security
threats. Ide et al. (2021).

The ability to leverage advanced Al
methods could provide opportunities to
build models, algorithms, systems,
simulations, and decision tools that can
substantively support all of the activities
associated with situations of conflict. Ako
et al. (2024), Choyal et al. (2022), &
Aghware et al. (2023).

It is critical to ensure the safe and secure
application of such Al systems and to
advance the techniques for improving the
trustworthiness of Al itself and the
trustworthiness of the decisions made by
those Al systems. In such scenes,
accelerating developments in robust Al
systems that are secure and can be
augmented with methods to improve
accountability, transparency, robustness,
safety, and reliability are therefore worthy
directions of research and development
effort. Aghware et al. (2024), Aghware et
al. (2023), & Palomares et al. (2021).
Acrtificial intelligence (Al) technologies
are making remarkable advances across
many areas, and one of the key potential
applications for Al is to advance the
United Nations Sustainable Development
Goals (SDGs). The aim of this report is to
identify and explore several challenges Al
could address to help the United Nations
advance the SDGs. Yoro et al. (2023),
Truby (2020), & Aghware et al. (2024).
This includes challenges such as climate
change, health equity, access to good
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education, lack of economic opportunities,
and the impacts of global aviation and
shipping. In many of the SDG areas,
advanced Al already has the potential to
significantly help, using methods such as
optimization, simulation, machine
learning, planning, and robotics. Aghware
et al. (2024), Bachmann et al. (2022),
Palomares et al. (2021), Mhlanga et al.
(2021), & Vinuesa et al. (2020).
Furthermore, recent advances in many of
these Al methods can help to address
challenges in many of these areas,
including those that can benefit the bottom
40% of the global population. These are
areas that can either help contribute to the
development of more advanced Al
capabilities in the long run or that can
directly capture more immediate benefits.
Yoro et al. (2023), Hassani et al. (2021),
Bachmann et al. (2022).

Research Gaps and Literature Reviews
In this article, we provide an overview of
the typical security implications of Al use
cases in sustainable development projects.
Our paper contributes to the literature by
identifying and categorizing the security
concerns that Al technologies may
generate  while  implemented into
sustainable development
projects. Goralski and Tan (2020), Nishant
et al. (2020), Ahmad et al (2021), & Singh
et al. (2020).

Moreover, we point out and present
strategies and tools towards developing
robust governance architectures for Al
applications in sustainable development by
protecting Al systems from adversarial
attacks, enhancing the fairness and
transparency of decision-making
processes, and minimizing security and
ethical risks. Although the paper is not
empirical in nature, a variety of challenges
and a large potential for practical
intervention by undertaking an approach
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that is concentrated on protecting Al
systems from adversarial attacks and
minimizing its security and ethical risks
have emerged. Bécue (2021).

Unarguably, Al can significantly
contribute to most of the SDGs, especially
in  enhancing the efficiency and
effectiveness of development
interventions  and decision-making
processes. However, the application of Al
in these processes raises new security
threats and exacerbates existing risks.
Despite the benefits of Al, there is still a
significant  pushback from  society,
government, and development agencies
towards  the implementation of
Al. Zeadally (2020), & Zeadally (2020).
The limited trust in Al's applications is
mostly due to the potential use of Al in
harmful purposes, violation of privacy,
and data security, as well as job
displacement. In particular, the potential of
artificial intelligence to reveal sensitive
information can lead to new security
concerns that decision-makers have to
carefully consider in the design and
implementation of Al setups. In response
to these security threats, the research on
the security implications of Al in specific
sectors or use cases is nascent and
fragmented. Most Al risk and ethical
frameworks are abstract or incomplete
when considering the Al implementation
in development projects, making it
difficult for decision-makers to identify
proper countermeasures. Du and Xie
(2021), & Sarker (2021).

Materials and Methods

The current research utilized the OpenAl
GPT-3 API to investigate the security
implications in the application of Al to
help achieve sustainable development
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goals in the areas of food security, health
access, and funding inquiries. Gupta et al.
(2023), Wu et al. (2024).

Commercial applications are beginning to
expand in these areas, and it is the hope of
the research team that this preliminary
study will guide responsible Al application
for these goals. Data privacy, criminal
intent, inaccurate information, and
escalation or causation of a problem are
common themes in the discovery of
consequences and risks that different
sources associate with Al. Saura et al.
(2022), Cheng et al. (2022), Zhu et al.
(2022), & Rodrigues (2020).

In this work, we aimed to discover areas
that developers should avoid working on.
We utilized data gathered from the
OpenAl GPT-3 API to investigate the
implications of Al application on
sustainable development from a security
standpoint. For each of the uses under
consideration, risk mitigation strategies
that can be adopted were also inferred. The
use of APIs and data in this research leads
to somewhat limited correlation with real-
world application of the ideas brought up
in our discussion. Tamkin et al. (2021) &
Chan (2023). The quantitative and
qualitative data analysis steps include:
identifying the target outcome in the
qualitative data, organizing the results,
classifying the behavior and events, and
inter-coding peer validation.

The empirical context for this study is the
Al for Good Global Summit. This annual
summit is co-convened by The
International Telecommunication Union
(ITYU) and the X-PRIZE Foundation. The
summit focused on ways in which Al can
help achieve the UN Sustainable
Development Goals (SDGs). The 2030
Agenda for Sustainable Development is
the overarching umbrella for the various
sessions offered.
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A quantitative approach, in combination
with qualitative interviews, was used in
this study. The research design in this
paper utilizes this approach as it asserts the
need to measure and count concepts. As
the Al for Good Global Summit data does
not allow for the collection of all the
necessary data in this study, this study will
also rely on additional data sources to help
contextualize the findings. Ruslin et al.
(2022), Thunberg et al. (2020), & Guest et
al. (2020).

This paper utilizes 1) interviews with Al
and information security professionals
who presented at the Al for Good Global
Summit for qualitative data and 2) a
content analysis of the summit sessions for
quantitative data. This paper utilizes big
data tools to analyze the textual data from
the summit program and a variety of
interviews. Adeoye-Olatunde & Olenik
(2021), Natow (2020), & Busetto et al.
(2020).

Results and Discussions

The results of the validity tests for the
survey instrument developed were as
follows. The question that was not
classified (4-invalid) scored a mean of
6.12, with the threshold broken in that 7%
of the experts reclassified it upwards by
giving it a score of 5, while 2% of the
experts reclassified it downwards, giving it
scores of 3 and 2, respectively, taking the
interval from 1 to 6 (25%). Following this
corrective decision, four items were
reworded using the original guidelines and
the comments from the reclassification
documents. The respective authors of all
the papers with more than three authors,
coherent with the fact that the survey was
made on artificial intelligence experts,
received the reclassification proposal.
Subsequently, to assess the internal
consistency, pairs of items with a Pearson
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correlation higher than 0.30 were placed in
the same position, distributing the items as
evenly as possible, while maintaining the
same theoretical areas covered. A stepwise
factorization blindly identified where the
breaks between factors should be made.
The reliability for factors oairq was
0.7339. This result was ratified with the
result obtained using the instrument with
artificial intelligence Frost Survey—acajq
=0.7758.

Al has the ability to raise the productivity
of many economic sectors. This would be
valuable in  achieving  economic
development and also in the wider global
context of sustainable development.

The simultaneous development of Al
systems and infrastructures, effective
knowledge and technology transfer
mechanisms, robust regulatory
frameworks that protect human rights and
the environment, as well as harness
innovative governance models and Public
Value Mapping (PVM) in the various
applications of Al, are strategies aimed at
promoting a new global culture of trust and
sustainability.

Since no country is an island, international
business, scientific, regulatory, academic,
and ethics exchanges are highly beneficial
for the success and harmonization of
widening Al applications. Diaz-
Rodriguez et al. (2023).

In addition, collaborative, comprehensive,
and preventive education on diverse
dimensions of Al impacts designed for
citizens, students, academia, SMEs, tech-
startups, etc. is critical. Standardization of
metrics and benchmarking of Al
algorithms and methods, Al data,
knowledge and outputs, or Al-designed
products and services would greatly
facilitate the development and comparison
of fair Al applications provided that bias
and digital divide issues are carefully
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mitigated. Aslanpour et al. (2020), &
Bartz-Beielstein et al. (2020).

Because of the growing focus on security
at technological fora, increasing priority is
being accorded to information assurance
and readiness (IAR) in the development,
application, and impact assessment of Al.
This is paralleled by concerns about safety
and security within the scientific research
community that formulates and tests
theories of Al. Johnk et al. (2021), &
Shneiderman (2020).

Longitudinal assessments and case studies
concerned with ethical, technical, and
privacy  issues  accompanying Al
convergence, including the Internet of
Things (10T), Industry 4.0, and data and
information management show potential
for learning about environmental
implications.

Conclusion and Contributions to
Knowledge

Based on our analysis of the current Al
technology  shortcomings, security
implications, and risk mitigation strategies
formulation will undoubtedly be debated
from now into the future as the debate
about the beneficial and harmful uses of Al
is unlikely to end soon. In order to fast
track the progress of responsible and
sustainable Al industry, we suggest
businesses focus on and invest in improved
algorithms that have user agency to control
the operation of Al models. On submission
of a request by a user, we suggest that
businesses should educate Al algorithms
to provide explanations about how they
reached a decision as well as direct the
algorithm to modify its decision-making
process as dictated by the user request.
Businesses and governments should be at
the forefront of initiating, designing, and
financing the formulation of policies and
regulations that protect society from Al-
related harm. Such initiatives should not
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only focus on regulating the application of
technology and infrastructure but also
need to address the challenge of
monitoring and punishing actions by Al
users who intentionally use Al technology
to harm other humans and/or violate the
tenets of privacy, overall autonomy, and
dignity. The general motivation for
businesses must be to focus on purpose-
driven innovation, inclusive technology,
the 3Ls (Learning, Labour, and Leisure),
governance, and proactive risk
management models. In preparing for an
Al-infused era, we suggest that businesses
and governments implement policies and
regulations that protect society and the Al
system service providers/consumers from
an Al-dominated dystopian future. Such
policies and regulations should be guided
by the principles of Al industry growth
without exacerbating economic, gender,
racial, social, and class disparities. The
general  principles should address
obedience to principles of scientific
governance, the administrative state,
disinfecting sunlight, transparency, and the
rule of law. Data, what constitutes useful
data e.g. how to weigh the impact of
outliers in training Al, built environment
data, and modern data science tools,
including Al, are critical infrastructures.
Businesses should integrate domain
knowledge in the development and
shaping of Al principles, regulations, and
policies they play otherwise true Al
challenges of information asymmetry,
principal-agent risks, and the biology of
cognitive biases could produce unintended
consequences. Companies should develop
a robust and 'time-proofed' transparent Al
governance strategy, manage the increased
level of employee non-cognitive capacity
training on a continuous basis, and create
an  accountability —and  reporting
framework.
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In this chapter, we have discussed key
security implications and risk mitigation
strategies in the implementation of Al for
sustainable development. The growing
applications of Al in various domains have
significantly increased the amount of
available data. Digital footprints provided
by the interactions of billions of consumers
with Al chatbots, virtual assistants, and
machine learning algorithms trained to
improve consumer experience with
artificial  intelligence  services are
invaluable. Yet, recent discoveries of
individuals/organizations using Al results
to develop autonomous and semi-
autonomous weapons, uploading sensitive
data online, or identifying people have
prompted calls for the formulation of Al
ethics, standards, guidelines, and robust
governance structures. We identified
several technical reliability issues such as
result interpretability and user oversight
distortion, knowledge, training and testing,
learning dataset, dataset integrity and
proper usage, privacy, multi Al systems
interaction and inter-cooperation, neural
network resilience manipulation and
adversarial attacks, security and system
infrastructure, abnormal use and abnormal
disposition as some of the potential Al
governance problems.

Summary

The Al risks presented are important to
various stakeholders concerned with the
implementation of Al for sustainable
development. With such risks and
limitations, the trustworthiness of Al will
be at stake. The significance of such a list
of these security implications and the
preparedness of risk mitigation strategies
with the relevance of addressing Al
security with Sustainable Development
will enable many actors in making
informed decisions. Our contribution has
many possible implications for future
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solutions and policies of Al security,
which  will enhance the quality,
effectiveness, and efficiency of Al in its
successful deployment for sustainable
development in developing countries.

In this paper, we introduced a novel list of
Al risks that are essentially relevant to
Sustainable Development. To the best of
our understanding and judgment, these
risks cut across the challenges and debates
in Al security, and there is no known work
which provides a consolidation of such
risks. Nevertheless, we emphasize the
need for research into each risk and
proposals of mitigation strategies. In doing
so, answers to, but not limited to, such
questions like: What are the wvarious
practical ~ scenarios in  Sustainable
Development? How can Al not meet the
expectations? What can go wrong with the
implementation of AI? What are the
fundamental limitations of Al? What or
who are the threat sources, and due to their
corresponding motivations, what are the
vulnerabilities exploited? What are the
weaknesses of Al reliability and what
potential impact can it cause? What are the
strategies in which Al is attacked? What
are the impact, significance, and potential
threat actors for such attacks?

The paper argues that while Al has
significant benefits, many of which will
lead to positive sustainable development
outcomes, we also need to appreciate that
Al is not without its risks and limitations.
The challenge and benefits from Al come
with inherent risks, which are mainly due
to the quality of the data trained and the
scalability of algorithms developed. It is
also essential to understand that with the
uniqueness of Al, the risks that come with
its implementation are not only man-made
but also technical in nature.

The promise and potential of Al in
contributing significantly to enable or
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accelerate the achievement of the 2030
Sustainable Development Agenda is truly
significant. It offers a step-change
improvement to the traditional techniques
used in agriculture, infrastructure, health,
and financial sectors — and in many other
sectors and activities too. It enables new
applications, products, and capabilities,
changes to the supply chain, ecosystems,
and increases access to services.
Constructing  easy-to-use  real-world
sustainable  development  dedicated
systems requires additional research
applications  beyond the  widely
investigated research areas of large Al,
Reinforcement Learning (RL), and expert
adaptation of models within specific
environmental and ecological sectors. The
focus should also be on collecting
additional domain-specific data,
addressing many problems in the
explainability, robustness, and security of
Al solutions across several detailed
simulation methods. Also, focusing on
very different user profiles within the
given thematic area and making sure that
the successfully developed technology is
also adopted on a large scale. Noting that
well-defined realistic simulation problems
almost always produce better performance
and interpretability results on more
blurred, but real-world criteria,
applications in this area are quite
challenging but also valuable.

The acknowledged potential of Al to
substantially transform the world, but also
to disrupt existing industrial and social
structures and labor markets, leads to
strong industry and research efforts
worldwide. A few existing large Al and
sustainable  development initiatives,
coordinated by organizations such as
Google, Microsoft, or international
organizations such as UNESCO, are
implemented using advanced proven
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technologies and, in general, have
available adequate resources. However,
most  developing organizations and
stakeholders cannot use, afford, or
influence these technologies to fully
support their sustainability goals. To
exploit the potential of Al for sustainable
development, these efforts need to be
consolidated and scaled up using advanced
but also user-friendly systems. Besides
many direct end-user Al services
supporting sustainable development, these
systems should also support application
and use by the people that are dedicated to
a multitude of specific sustainability-
related thematic sectors..
References

Adeoye-Olatunde, O. A., & Olenik, N. L.
(2021). Research and scholarly methods:
Semi-structured interviews. Journal of
the American Pharmacists Association,
61(2), 201-210.
https://doi.org/10.1016/j.japh.2020.11.0
07

Aghware, F. O,, Yoro, R. E., Ejeh, P. O.,
et al. (2023): Sentiment analysis in
detecting sophistication and degradation
cues in malicious web-contents: A myth
or reality? Kongzhi Yu Juece/Control
Decisions, 38(1), 635-665. PMID:
KZYJC-02-02-2023-10154

Aghware, F. O., Yoro, R. E., Ejeh, P. O.,
Odiakaose, C. C., Emordi, F. U., &
Ojugo, A. A. (2023): DeLClustE:
Protecting users from credit-card fraud
transaction via the deep-learning cluster
ensemble. International Journal of
Advanced Computer Science and
Applications (IJACSA), 14(6), 94-100.
[https://doi.org/10.14569/IJACSA.2023.
0140610]

(https://doi.org/10.14569/1JACSA.2023.
0140610)"https://doi.org/10.14569/1JAC

URL.: http://journals.covenantuniversity.edu.ng/index.php/cujpia

130


http://journals.covenantuniversity.edu.ng/index.php/cujpia

Aghware et al

SA.2023.0140610]

Aghware, F., Adigwe, W., Okpor, M.,
Odiakaose, C., Ojugo, A, et al. (2024):
BloFOPASS: A  blockchain  food
palliatives tracer support system for
resolving welfare distribution crisis in
Nigeria.  International  Journal  of
Informatics and Communication
Technology (1J-1CT), 13(2), 178-187.
[https://doi.org/10.11591/ijict.v13i2.ppl
78-187]
(https://doi.org/10.11591/ijict.v13i2.ppl
78-
187)"https://doi.org/10.11591/ijict.v13i2
.pp178-187]

Ako, R. E., Aghware, F. O., Okpor, M.
D., Akazue, M. 1., et al. (2024): Effects
of data resampling on predicting
customer churn via a comparative tree-
based random forest and XGBoost.
Journal of Computational Theories and
Applications, 2(1).
[https://doi.org/10.62411/jcta.10562]

Ahmad, T., Zhang, D., Huang, C.,
Zhang, H., Dai, N., et al. (2021).
Artificial intelligence in sustainable
energy industry: Status Quo, challenges
and opportunities. Journal of Cleaner
Production. https://doi.org/10.1016/j.jcle
pro.2020.124243

Aslanpour, M. S,, Gill, S. S., & Toosi, A.
N. (2020). Performance evaluation
metrics for cloud, fog, and edge
computing: A review, taxonomy,
benchmarks and standards for future
research. Internet of Things, 11, 100248.
https://doi.org/10.1016/j.i0t.2020.10024
8

Bachmann, N., Tripathi, S., Brunner, M.,
& Jodlbauer, H. (2022): The contribution
of data-driven technologies in achieving

CUJPIA (2025) Special Issue on Leadership and Development, 122-135

the sustainable development goals.
Sustainability.
[https://doi.org/10.3390/su142416425]

Bartz-Beielstein, T., Doerr, C., Berg, D.,
Bossek, J., et al. (2020). Benchmarking
in optimization: Best practice and open
issues. arXiv preprint,
arXiv:2007.03488.
[https://arxiv.org/abs/2007.03488"https:/
/arxiv.org/abs/2007.03488]

Bécue, A, Praca, I., & Gama, J. (2021).
Artificial intelligence, cyber-threats and
Industry 4.0: Challenges and
opportunities.  Artificial Intelligence
Review.
[https://doi.org/10.1007/s10462-020-
09851-
2"https://doi.org/10.1007/s10462-020-
09851-2]

Ben Ayed, R., & Hanana, M. (2021).
Artificial intelligence to improve the
food and agriculture sector. Journal of
Food Quality.
[https://doi.org/10.1155/2021/5584754"
https://doi.org/10.1155/2021/5584754]

Brose, C. (2020): The kill chain:
Defending America in the future of high-
tech warfare. [HTML].

Busetto, L., Wick, W., & Gumbinger, C.
(2020). How to use and assess qualitative
research methods. Neurological
Research and Practice, 2, 14.
https://doi.org/10.1186/s42466-020-
00059-z

Chan, A. (2023). GPT-3 and
InstructGPT: Technological
dystopianism, utopianism, and
“Contextual” perspectives in Al ethics
and industry. Al and Ethics.

URL.: http://journals.covenantuniversity.edu.ng/index.php/cujpia

131


http://journals.covenantuniversity.edu.ng/index.php/cujpia

Aghware et al

[https://doi.org/10.1007/s43681-022-
00222-
4"https://doi.org/10.1007/s43681-022-
00222-4]

Cheng, X., Su, L., Luo, X., & Benitez, J.
(2022). The good, the bad, and the ugly:
Impact of analytics and artificial
intelligence-enabled personal
information collection on privacy and
participation in ridesharing. European
Journal of Information Systems, 31(2), 1-
24. https://doi.org/10.1080/0960085X.2
022.2070865

Choyal, P., Mishra, P., Sharma, J., &
Chaturvedi, A. (2022): Navigating
peace: Harnessing artificial intelligence
for conflict resolution.

[https://irjmets.com](https://irjmets.com

)

Diaz-Rodriguez, N., Del Ser, I,
Coeckelbergh, M., et al. (2023).
Connecting the dots in trustworthy
Artificial  Intelligence:  From Al
principles, ethics, and key requirements
to responsible Al systems and regulation.
Information Fusion, 98, 50-72.
https://doi.org/10.1016/j.inffus.2023.05.
007

Du, S., & Xie, C. (2021). Paradoxes of
artificial intelligence in  consumer
markets:  Ethical challenges and
opportunities. Journal of Business
Research.

[https://doi.org/10.1016/j.jbusres.2020.1
2.057"https://doi.org/10.1016/j.jbusres.2
020.12.057]

Galaz, V., Centeno, M. A., Callahan, P.
W., Causevic, A, et al. (2021). Artificial
intelligence,  systemic  risks, and
sustainability. Technology in Society.

[https://doi.org/10.1016/j.techsoc.2020.1

CUJPIA (2025) Special Issue on Leadership and Development, 122-135

01744"https://doi.org/10.1016/j.techsoc.
2020.101744]

Gaube, S., Suresh, H., Raue, M., Merritt,
A., et al. (2021): Do as Al say:
Susceptibility in deployment of clinical
decision-aids. NPJ Digital Medicine.
[https://doi.org/10.1038/s41746-021-
00445-8]
"https://doi.org/10.1038/s41746-021-
00445-8]

Gill, A. S., & Germann, S. (2022):
Conceptual and normative approaches to
Al governance for a global digital
ecosystem supportive of the UN
Sustainable Development Goals (SDGS).
Al and Ethics, 2022.
[https://www.springer.com](https://ww
w.springer.com)

Goralski, M. A., & Tan, T. K. (2020).
Artificial intelligence and sustainable
development. The International Journal
of Management Education.
[https://doi.org/10.1016/j.ijme.2020.100
395"https://doi.org/10.1016/j.ijme.2020.
100395]

Guest, G., Namey, E., & Chen, M.
(2020). A simple method to assess and
report thematic saturation in qualitative
research. PLOS ONE, 15(5), e0232076.
https://doi.org/10.1371/journal.pone.023
2076

Gupta, M., Akiri, C. K., Aryal, K,
Parker, E., et al. (2023). From ChatGPT
to ThreatGPT: Impact of generative Al in
cybersecurity and  privacy. IEEE
Access. https://doi.org/10.1109/ACCES
S.2023.3252602

Hassani, H., Huang, X., MacFeely, S., et
al. (2021): Big data and the United

URL.: http://journals.covenantuniversity.edu.ng/index.php/cujpia

132


http://journals.covenantuniversity.edu.ng/index.php/cujpia

Aghware et al

Nations sustainable development goals
(UN SDGs) at a glance. Big Data and
Cognitive Computing.
[https://doi.org/10.3390/bdcc5010006]

Hu, K. H., Chen, F. H., Hsu, M. F., &
Tzeng, G. H. (2021): Identifying key
factors  for  adopting artificial
intelligence-enabled auditing techniques
by joint utilization of fuzzy-rough set
theory and MRDM technique. Journal of
Sustainable  Architecture and Civil
Engineering, 2021.
[https://jest.vgtu.lt](https://jest.vgtu.lt)

Ide, T., Bruch, C., Carius, A., Conca, K.,
et al. (2021): The past and future(s) of
environmental peacebuilding.
International.
[https://academic.oup.com](https://acad
emic.oup.com)

Johnk, J., Weilert, M., & Wyrtki, K.
(2021). Ready or not, Al comes—An
interview study of organizational Al
readiness  factors. Business &
Information Systems Engineering, 63(1),
5-20. https://doi.org/10.1007/s12599-
020-00676-7

Kristensen, H. S., & Mosgaard, M. A.
(2020). A review of micro level
indicators for a circular economy—
moving away from the three dimensions
of sustainability? Journal of Cleaner
Production. https://doi.org/10.1016/j.jcle
pro.2020.120243

Mhlanga, D. (2021): Artificial
intelligence in the industry 4.0, and its
impact on  poverty, innovation,
infrastructure development, and the
sustainable development goals: Lessons
from Sustainability.
[https://doi.org/10.3390/su13137420]

CUJPIA (2025) Special Issue on Leadership and Development, 122-135

Natow, R. S. (2020). The use of
triangulation in qualitative studies
employing elite interviews. Qualitative
Research, 20(2), 160-170.
https://doi.org/10.1177/1468794119830
077

Nishant, R., Kennedy, M., & Corbett, J.
(2020).  Artificial intelligence  for
sustainability: Challenges, opportunities,
and a research agenda. International
Journal of Information Management,
54, https://doi.org/10.1016/j.ijinfomgt.2
020.102189

Padilla-Rivera, A., Russo-Garrido, S., &
Merveille, N. (2020). Addressing the
social aspects of a circular economy: A
systematic literature review.
Sustainability.
[https://doi.org/10.3390/su12083112"htt
ps://doi.org/10.3390/su12083112]

Palomares, 1., Martinez-Camara, E.,
Montes, R., et al. (2021). A panoramic
view and SWOT analysis of artificial
intelligence for achieving the sustainable
development goals by 2030: Progress
and prospects. Applied Sciences.
[https://doi.org/10.1007/s42452-020-
04049-
6"https://doi.org/10.1007/s42452-020-
04049-6]

Rai, S. S., Rai, S., & Singh, N. K. (2020).
Organizational resilience and social-
economic  sustainability: COVID-19
perspective. Environment.
[https://doi.org/10.1007/s10098-020-
01838-
0"https://doi.org/10.1007/s10098-020-
01838-0]

Rodrigues, R. (2020). Legal and human
rights issues of Al: Gaps, challenges and
vulnerabilities. Journal of Responsible

URL.: http://journals.covenantuniversity.edu.ng/index.php/cujpia

133


http://journals.covenantuniversity.edu.ng/index.php/cujpia

Aghware et al

Technology.
[https://doi.org/10.1016/j.jrt.2020.10000
5"https://doi.org/10.1016/j.jrt.2020.1000
05]

Ruslin, R., Mashuri, S., Rasak, M. S. A,
et al. (2022): Semi-structured interview:
A methodological reflection on the
development of a qualitative research
instrument in  educational studies.
Educational Research & Method.

[https://repository.iainpalu.ac.id]

Sarker, I. H., Furhad, M. H., & Nowrozy,
R. (2021). Al-driven cybersecurity: An
overview, security intelligence modeling
and research directions. SN Computer
Science.
[https://doi.org/10.1007/s42979-021-
00556-
0"https://doi.org/10.1007/s42979-021-
00556-0]

Saura, J. R., Ribeiro-Soriano, D., et al.
(2022). Assessing behavioral data
science privacy issues in government
artificial ~ intelligence  deployment.
Government Information Quarterly, vol.
2022. [https://doi.org/10.1016/j.giq.202
1.101655"https://doi.org/10.1016/j.9iq.2
021.101655]

Sheikh, S. (2020). Understanding the
role of artificial intelligence and its
future social impact.
[HTML]. https://www.example.com

Shneiderman, B. (2020). Bridging the
gap between ethics and practice:
Guidelines for reliable, safe, and
trustworthy human-centered Al systems.
ACM Transactions on Interactive
Intelligent Systems, 10(4),
25. https://doi.org/10.1145/3419764

Singh, S., Sharma, P. K., Yoon, B.,

CUJPIA (2025) Special Issue on Leadership and Development, 122-135

Shojafar, M., et al. (2020). Convergence
of blockchain and artificial intelligence
in 1oT network for the sustainable smart
city. Sustainable Cities and
Society. https://doi.org/10.1016/j.scs.20
20.102364

Spanaki, K., Karafili, E., Sivarajah, U., et
al. (2022). Artificial intelligence and
food security: Swarm intelligence of
AgriTech drones for smart AgriFood
operations. Production Planning &
Control, 33(2-3), 159-176.
[https://doi.org/10.1080/09537287.2020.
1810767"https://doi.org/10.1080/09537
287.2020.1810767]

Smith, F. H., Retief, F. P., Roos, C., et al.
(2021): The evolving role of supreme
auditing institutions (SAIs) towards
enhancing environmental governance.
Impact  Assessment and  Project
Appraisal, 2021.
[https://www.tandfonline.com]

Soni, N., Sharma, E. K., Singh, N., &
Kapoor, A. (2020): Artificial intelligence
in  business: From research and
innovation to market deployment.
Procedia Computer Science, 2020.
[https://www.sciencedirect.com]

Tamkin, A., Brundage, M., Clark, J., &
Ganguli, D. (2021). Understanding the
capabilities, limitations, and societal
impact of large language models. arXiv
preprint

arXiv. https://doi.org/10.48550/arXiv.21
02.02503

Thunberg, S., & Arnell, L. (2021).
Pioneering the use of technologies in
qualitative research: A research review
of the wuse of digital interviews.
International Journal of Social Research
Methodology, 25(6), 757-768.

URL.: http://journals.covenantuniversity.edu.ng/index.php/cujpia

134


http://journals.covenantuniversity.edu.ng/index.php/cujpia

Aghware et al

https://doi.org/10.1080/13645579.2021.
1935565

Truby, J. (2020): Governing artificial
intelligence to benefit the UN sustainable
development goals. Sustainable
Development.
https://doi.org/10.1002/sd.2048]

Vinuesa, R., Azizpour, H., Leite, 1.,
Balaam, M., et al. (2020): The role of
artificial intelligence in achieving the
sustainable development goals. Nature
Communications.
[https://doi.org/10.1038/s41467-019-
14108-y]
"https://doi.org/10.1038/s41467-019-
14108-y]

Wu, X., Duan, R., & Ni, J. (2024).
Unveiling security, privacy, and ethical
concerns of ChatGPT. Journal of
Information and Intelligence.
[https://doi.org/10.1016/j.j0i.2024.1005
83"https://doi.org/10.1016/j.j0i.2024.10
0583]

Yoro, R. E., Aghware, F. O., Akazue, M.
., et al. (2023): Evidence of personality
traits on phishing attack menace among
selected university undergraduates in
Nigeria.  International Journal of
Electrical and Computer Engineering
(NECE) 13(2), 1943-1953.
[https://doi.org/10.11591/ijece.v13i2.pp
1943-1953]

Zeadally, S., Adi, E., Baig, Z., & Khan,
I. A. (2020). Harnessing artificial
intelligence capabilities to improve
cybersecurity. IEEE
Access. [https://doi.org/10.1109/ACCE
SS.2020.2985591"https://doi.org/10.110
9/ACCESS.2020.2985591]

CUJPIA (2025) Special Issue on Leadership and Development, 122-135

Zhu, T., Ye, D., Wang, W., Zhou, W., et
al. (2020). More than privacy: Applying
differential privacy in key areas of
artificial intelligence. IEEE Transactions
on Knowledge and Data
Engineering. https://doi.org/10.1109/TK
DE.2020.2988393

URL.: http://journals.covenantuniversity.edu.ng/index.php/cujpia

135


http://journals.covenantuniversity.edu.ng/index.php/cujpia

